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Major Goals: 1. Robustness of 3D data sensed by LiDAR (Light Detection and Ranging) cameras.

LiDAR cameras have longer range for sensing and provide data for applications in multiple fields such as self-
driving cars, geography mapping (that can be used for surveillance as well). We will carry out anti-forensic and
forensic studies on LiDAR data using the STIR funding. The preliminary results from this study will help us address
the concern expressed by the reviewer (for the earlier proposal’s focus on using only Microsoft’s Kinect data).

2. Real-time Performance of Multi-camera 3D Meshing

We will also employ the STIR funding to get preliminary results on real-time performance of 3D reconstruction
approaches. As mentioned earlier, we have been able to achieve real-time performance by working in the depth
image domain, and mapping it back to the 3D. We will continue with our efforts and get additional preliminary
results to show the feasibility for handling multiple camera data.

Accomplishments: 1. For RGB-D cameras, we first presented a real-time anti-forensic 3D object stream
manipulation framework to capture and manipulate live RBG-D data streams to create realistic images/videos
showing individuals performing activities they did not actually do. The framework uses computer vision and
graphics methods to render photo-realistic animations of live mesh models captured using the camera. Next, we
conducted a visual inspection of the manipulated RGB-D streams (just like security personnel would do) by users
who are computer vision and graphics scientists. The study shows that it was significantly difficult to distin- guish
between the real or reconstructed rendering of such 3D video sequences, thus clearly showing the potential
security risk involved. Finally, we investigated the efficacy of forensic approaches for detecting such manipulations.

2. We investigated and identified three possible attacks on the LiDAR data. We also proposed two novel forensic
approaches as a countermeasure for such attacks and study their effectiveness. The first forensic approach utilizes
the density consistency check while the second method leverages the occlusion effect for revealing the forgery.
Experimental results demonstrated the effectiveness of the proposed forgery attacks and raise the awareness
against unauthenticated use of LiDAR data. The performance analyses of the proposed forensic approaches
indicated that the proposed methods are very efficient and provide the detection accuracy of more than 95% for
certain kinds of forgery at- tacks. While the forensic approach is unable to handle all forgery attacks, the study
motivates to explore more sophisticated forensic methods for LiIDAR data.
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A STUDY ON LIDAR DATA FORENSICS
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ABSTRACT

3D LiDAR (Light Imaging Detection and Ranging) data has
recently been used in a wide range of applications such as
vehicle automation and crime scene reconstruction. Decision
making in such applications is highly dependent on LiDAR
data. Thus, it becomes crucial to authenticate the data be-
fore using it. Though authentication of 2D digital images and
video has been widely studied, the area of 3D data forensic
is relatively unexplored. In this paper, we investigate and
identify three possible attacks on the LiDAR data. We also
propose two novel forensic approaches as a countermeasure
for such attacks and study their effectiveness. The first foren-
sic approach utilises the density consistency check while the
second method leverages the occlusion effect for revealing
the forgery. Experimental results demonstrate the effective-
ness of the proposed forgery attacks and raise the awareness
against unauthenticated use of LiDAR data. The performance
analyses of the proposed forensic approaches indicate that the
proposed methods are very efficient and provide the detection
accuracy of more than 95% for certain kinds of forgery at-
tacks. While the forensic approach is unable to handle all
forgery attacks, the study motivates to explore more sophisti-
cated forensic methods for LiDAR data.

Index Terms— 3D surveillance, 3D Forensic, LIDAR

1. INTRODUCTION

With recent advances in the depth sensing technology, it has
become possible to quickly generate a complete 3D recon-
struction of an object or an entire scene. Various depth sensors
such as LiDAR are widely available in the market which can
be used to scan indoor and outdoor scenes. Due to low cost,
millimeter precision and ease of operation, the 3D scanned
data obtained using the LiDAR sensors finds application in
diverse areas [1, 2]. Benedek [1] demonstrates the capability
of rotating multi-beam LiDAR as a future surveillance cam-
era for a real-time 3D people surveillance. Various studies
performed [2] encourage to use LiDAR data for damage de-
tection in case of large deformed structures such as bridges,
roofs. 3D laser scanning has become a powerful tool to col-
lect the crime scene and civil accident data and bring it to
the courtroom for legal investigation or insurance settlement
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Fig. 1: Original LiDAR scan (left) and forged LiDAR scan (right)

[3, 4]. This technology allows for a collection of 3D data of
the scene where the civil or criminal incident took place and
to create the same scene graphically in a courtroom. Further,
LiDAR has been successfully employed in autonomous auto-
mated vehicles such as Google Driverless Car [5], for detect-
ing obstacles and re-planning the mission/path accordingly.

In this context, the genuineness of the 3D LiDAR datais a
critical factor which further motivates to determine the possi-
bility of forgery attacks on it. Any attack that manipulates the
LiDAR data can be very harmful in the above applications.
For example, in the case of autonomous automated vehicles,
a false indication of an obstacle can cause a wrong driving
decision and can potentially lead to an accident. Hence, it is
important to address following two questions:

e [s the LiDAR data vulnerable to forgery attacks?

e Is it possible to detect such forgery attacks on the Li-

DAR data if there exists any?

In this paper, we address these questions as follows:

e We identify three possible approaches for attacks on
the LiDAR data that do not need additional commod-
ity hardware. Experimental results show the successful
blinding due to proposed attacks. Figure 1' shows orig-
inal and forged LiDAR data.

e We also present two novel algorithms for detecting such
forgeries in LiDAR data and provide a detailed perfor-
mance analysis of the proposed algorithms in case of
different types of attacks.

Principal Contributions: This paper provides a detailed
study of possible forgery attacks on LiDAR data. It out-
lines two novel forensic approaches for LiDAR data (As per
our knowledge, this is the first attempt to address LiDAR
forensics). Though the forensic algorithms are effective for

"'Note, all the images in this paper are better visualized in color.


















